Advanced Smart Card Based Password Authentication with User Anonymity
Kuo-Ching Liu1 and Hui-Feng Huang2,* Hong-Wei Chang3
1Department of Medical Laboratory Science and Biotechnology

   China Medical University, Taichung 404, Taiwan.
E-mail: kchliu@mail.cmu.edu.tw
2,3Department of Computer Science and Information Engineering
National Taichung University of Science and Technology, Taichung 404, Taiwan
E-mail:{ phoenix, s18003116}@nutc.edu.tw
2,*Corresponding author
Abstract

Recently, smart card based password authentication was widely used for the remote user authentication for insecure communication. However, most existing smart card based password authentication schemes are vulnerable to physical or internal attack. In addition, the compromise of user’s identity would lead to the tracing of the previous network communications for the same user. To protect user from being traced, we proposed a new strong smart card based password authentication protocol which can achieve user anonymity and satisfy the requirements of strong smart card based password authentication. Since only one-way hash function and simple modular multiplication operations are involved in the user side, the proposed scheme is very suitable for the mobile communication. Moreover, the proposed method can provide the following functions: (1) no password table is required by the server; (2) users can freely choose their own passwords; (3) it provides mutual authentication between the user and the server; (4) user may update their password after the registration phase; (5) session key agreement is generated by the user and the remote server for each session; (6) user anonymity property is provided.
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1. Introduction
Password based authentication has been the essential security mechanism for the remote access control systems. In 1981, Lamport [1] proposed a password authentication scheme using a one-way hash function and a password table to achieve remote user authentication for insecure communication. Lamport’s scheme is simple and efficient, but it suffers from the replay attack and the impersonation attacks caused by modifying or stealing the hashed password table maintained by the servers. Recently, the smart card based password authentication scheme became more and more important and functional. There are many remote user authentication protocols with smart card have been proposed to improve security, efficiency, and functionality extensively by many scholars in recent years [2-14]. However, those previous schemes are still vulnerable for some offline password guessing attack, replay attack, forgery attack, and physically exposing the chip to extract the data it stores [2-14]. For example, Xu et al. pointed out a forgery attack on Lee and Chiu’s scheme and a password guessing attack on Lee et al.’s scheme [8,13,14]. Although the tamper resistance of smart card was widely assumed in their applications, such an assumption may be vulnerable in practice. Many researches have shown that the secrets stored in a smart card can be reached by analyzing the leaked information or monitoring the power of consumption [14,15]. Therefore, most existing smart card based password authentication schemes are vulnerable to physical attack [2-14]. 
 Based on the previous proposed schemes [2-14], a strong smart card based password authentication scheme should satisfy the following minimum requirements so as to mitigate the more sophisticated attack [14,15]:
(1) The interactive authentication messages should not reduce the entropy of the password.
(2) The remote server doesn’t need maintain the user’s password.

(3) The adversary should not be able to attack and access the system by extracting the data stored on the smart card.

We can see that requirement (1) provides the system against offline password dictionary attack, requirement (2) reduces the password from the insider’s attack and management on the server side, and the system can withstand the physical attack in the requirement (3). 
 Recently, Xu et al.’s presented an improved smart card based password authentication to achieve the above three requirements [14]. However, Song found that Xu et al.’s scheme can be easily made an impersonation attack by using data extracted from his own smart card [15]. In 2010, Song proposed a new advanced smart card based password authentication protocol that satisfies not only above three requirements but also achieves efficiency and mutual authentication [15].
Besides, most of the previous proposed schemes are based on static identity number (ID) [2-15], and hence they are vulnerable to leak the ID of the logging user in case that the login messages were eavesdropped. The compromise of user’s ID would lead to the tracing of the previous communications for the same user. To protect from the risk of identity (ID) theft, Das et al. presented the concept of dynamic ID authentication to provide the user anonymity [16]. The user anonymity property is required for the privacy protection user, which means that an adversary should not be able to find any relation between the readings of the same user. However, Das et al.’s scheme does not achieve mutual authentication and user anonymity properties [17,18]. That is Das’s scheme which cannot prevent users from logging in with the same identity. Today, technological advances have allowed user to remote authentication via wireless communication. When designing a remote authentication for mobile communication it should be taken into account that the mobile users are typically using portable devices with limited computing capability. In addition, wireless communications are more susceptible to eavesdropping and unauthorized access than conversations via wires. Therefore, it is crucial to ensure confidentially and authenticity in mobile communication. Hence, based on the quadratic residue (QR) or modular square root (MSR) [20,21], we will propose a new strong smart card based password authentication protocol which satisfies not only the above three requirements but also achieves user anonymity property. Comparing with Song’s scheme, the proposed one is more simple and efficient for the smart card users. In addition, the proposed method can also provide the following functions: (1) no password table is required by the server; (2) users can freely choose their own passwords; (3) it provides mutual authentication between the user and the server; (4) user may update their password after the registration phase; (5) session key agreement is generated by the user and the remote server for each session; (6) user anonymity property is provided.
 The remainder of this paper is organized as follows. In the next section, we give a brief review of quadratic residues and modular square root. We present the proposed scheme in section 3. In section 4, the security analyses and the performances of the proposed scheme are stated. And some conclusions will be made in the last section.

2. Preliminary

The modular square root (MSR) technique was invented by Rabin and improved by Williams [19,20,21]. It is built on quadratic residues and the properties.

 Let a be any integer and 
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is soluble. The solutions are called modular square roots of quadratic residue a modulo n.
Euler’s Criterion: Let p be an odd prime and 
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Based on Euler’s Criterion, we have the following property [22,23].
Property 1: Let
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Under the assumption of Property 1, based on equation (2) and the Chinese remainder theorem, the four modular square roots
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of a quadratic residue a modulo n can be computed as follows:
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The security of the MSR technique is based on the difficulty of extracting modular square roots of a quadratic residue modulo n (
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) when p and q are unknown [20,21]. It is computationally infeasible to factorize n when p and q are large enough (typically on the length of 512-1024 bits) [20-23].
3. The proposed scheme
In this section, we will propose a new efficient remote user authentication protocol with smart card. The security of our proposed scheme is based on MSR and nonce-based numbers. The nonce is a fresh number that is randomly generated. In the initialization, the remote server chooses two distinct large primes p and q such that
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. Next, the remote server selects two integers e and d such that 
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. Then, it publishes n but keeps e, d, p, and q secret. Our scheme consists of four phases: the registration, the login, the authentication and session key agreement, and the updated password. The details of these phases will be described as follows.
Registration phase: 
Let 
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 be a secret parameter maintained by the remote server and 
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 be a secure one-way hash function with fixed-length output. Assume that a new user 
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 wants to register as a legal user of the remote server. First, the user 
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 and password 
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 to the remote server through a secure channel. After receiving the registration request, the remote system then executes the following steps: 

Step 1 The server computes
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, where 
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 signifies an exclusive-or operator.

Step 2 The remote server stores the information n, h( ), and 
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 into the memory of smart card and issues this card to the user 
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 through a secure channel.

Login phase:
Upon login, when a legal user 
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 wants to log into the remote server, he must insert his smart card into a smart card reader, and then keys in his 
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. Thereafter, the smart card will execute the following steps:
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[image: image43.wmf]()()

d

iiiii

zvhIDPWhIDx

=Å=



 EMBED Equation.DSMT4  [image: image44.wmf]mod

n

. 
Step 2 Generate a nonce
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is a fresh random value.
Step 3 Send the messages 
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 to the server for the remote authentication.

Authentication and session key agreement phase:
This authentication phase is executed by the server to decide whether the user 
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 is allowed to login or not. After receiving the request messages
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, the remote server and smart card execute the following steps for the mutual authentication. In addition, a common session key is generated in this protocol so as to encrypt/decrypt personal transmitted messages between the user and the remote server within this session. They perform the following authentication and key agreement steps:

Step1 Upon receiving the login request messages
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 is incorrect, the remote server will reject the login request. 
Step 2 With the secret keys d and x, the remote server computes
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 holds. If it is not equal, the server terminates this session for a period of time; otherwise, the server authenticates the legal user 
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 which is a fresh/unique random number. Next, the server computes
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Step 3 After receiving messages
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holds. If it holds, the identification of the remote server is authenticated. SK would be used as the key for encrypting/decrypting all the messages of the communication in the same session; otherwise, the connection is interrupted. 
Both the user 
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 and the remote server can use this session key SK for the secure communication. Here, SK is only used one session.

The above authentication and session key agreement process are briefly illustrated in Figure 1.

Updated password phase: 

In our method, if a user wants to arbitrarily update his password
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, he does not need to register with the remote server. It is very convenient for the user to change his password. Now, suppose user 
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 would like to change his password, he is only required to perform the following steps.
1. Choose a new password
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Figure 1. The proposed of Authentication and session key agreement phase
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4. Discussions
The proposed scheme is based on the modular square root (MSR) technique. Thus, the security of the MSR technique is based on the difficulty of extracting modular square roots of a quadratic residue modulo n (
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) when p and q are unknown. It is computationally infeasible to factorize n when p and q are large enough (typically on the length of 512-1024 bits) [1,20-23]. We will review some security terms needed for security analysis.
Definition 1: A secure hash function, h( ): 
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Definition 2: The difficulty of the integer factoring problem is as follows: suppose that
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, it is computationally intractable to factorize n when p and q are large enough. Given n, then determining 
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 is equivalent to factoring n. It lies on the difficulty of the integer factoring problem. 
Moreover, giving n, e, C, and M, it is intractable to find d such that such that
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. It is also equivalent to factoring n such that such that
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Next, we will discuss the security and performance of our scheme as follows. 
4.1
Security Analysis

The security of the proposed scheme can be shown as follows:
(1) Security of the system secrets

The security of most strong smart card based password authentication schemes [14,15] relies on their system. In the proposed authentication protocol, only the server contains the system secrets d, x, p, and q, and the users know nothing about them. For a user
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, he still needs to solve the difficulty of the integer factoring problem and break the hash function so as to find the system secrets d, x, p, and q (
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. This will satisfy the requirement (3) of a strong smart card in the introduction section. Therefore, without the knowledge of x and d, it is very difficult for someone to impersonate the trusted server.
(2) The user anonymity property

In the login phase, with 
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. The security is based on the difficulty of extracting modular square roots (MSR) of a quadratic residue modulo n. Without the knowledge of p and q (
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is used once. Hence, the proposed scheme can resist leaking the logging of user’s identity if login messages are eavesdropped. It can provide user anonymity property.
(3) Replay attack
For the replay attack, the attacker replays an old message
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 are used only once. If the user and the remote server received old information they would ignore it because they would recognize as obsolete information. Then, the replay attack will fail.
(4) The impersonation attack
With the information
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 (5) Security of the stored data

The secret 
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 In addition, 
(6) Security of the password
From the proposed authentication protocol, we can see that the authentication messages
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. Therefore, the mutual information of the interactive authentication messages does not reduce the entropy of the password. It satisfies the requirement (1) of our introduction section. This can protect the system against off-line password dictionary searching from the interactive authentication messages. 
Moreover, after registration, the server doesn’t need to store the user’s password for later authentication and password changed process. It satisfies the requirement (2) of our introduction section. From our updated password phase, we can see that the server does not find out the new password of user. Then, the system can withstand the insider attack and avoid traditional password management issues. 
(7) Guessing key attack and forward security
After a successful mutual authentication, session key
[image: image169.wmf]2

()mod

is

SKNNn

=Å

 is generated for legal user
[image: image170.wmf]i

U

and the trusted server. An adversary may directly try to compute the session key SK from the transmitted information 
[image: image171.wmf]{,,(,,)}

iiiii

CIDNhIDNz

and
[image: image172.wmf]{,(,)}

ii

fhIDSK

, where 
[image: image173.wmf]2

()mod

iii

CIDNIDn

=Å

, 
[image: image174.wmf]()

iisi

fzNID

=Å

, and
[image: image175.wmf]2

()mod

is

SKNNn

=Å

. However, without knowing 
[image: image176.wmf]i

ID

 and
[image: image177.wmf]i

z

, it is exceedingly difficult for an adversary to derive secret key SK from
[image: image178.wmf]()

iisi

fzNID

=Å

or
[image: image179.wmf](,)

i

hIDSK

. These are protected under the one-way hash function
[image: image180.wmf]()

×

h

. The probability of obtaining the exact 
[image: image181.wmf](,)

i

hIDSK

is equivalent to performing an exhaustive search on both
[image: image182.wmf]i

ID

and SK. He must use off-line guessing to obtain the valid
[image: image183.wmf]i

ID

and session key SK. If the size of SK is bigger than the length of hash function h( ), the intruder is no better than just randomly guessing the session key SK. 
Even if an intruder obtains the current session key SK, it is difficult for him to derive the value
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. Moreover, SK is only used for one session. Therefore, the intruder cannot obtain private messages from the past communication. The new scheme can provide forward security even if the current session key SK has been compromised.  

4.2
Performance

The tamper resistance of smart cards was widely assumed in most existing smart card based password authentication technologies. This assumption may be vulnerable to physical attack [14,15]. To the best of our knowledge, in 2010, Song proposed a new advanced smart card based password authentication protocol should not only have strong security but also be efficient [15]. His scheme is also more efficient than previous approaches. For this reason, we only compare the proposed scheme with Song’s. Compared to the modular exponentiation computation such as Modular square root or RSA, both the symmetric key encryption/decryption operation and the one-way hash function could offer faster computation. Besides, the modular multiplication computation is more efficient than both the symmetric key operation and the one-way hash function. The computational complexity of the symmetric key operation is similar to the hash function [15,24,25]. Note that the time for computing exclusive-or operation, modular addition and subtraction are ignored, since they are much smaller than a modular exponentiation computation, a symmetric key encryption/decryption operation, a one-way hash function, and a modular multiplication computation.

The detail of time complexity comparisons of authentication and key agreement phase between the proposed scheme and Song’s are shown in Table 1, respectively. As shown in Table 1, the proposed scheme requires three hash functions and two modular multiplication computations for the user side; and one modular exponentiation computation, one modular square root computation, three hash functions, and one modular multiplication computation for the server side. In Song’s scheme, it requires four hash functions and one symmetric key operation for the user side; and one modular exponentiation, four hash functions, and one symmetric key computation for the server. Therefore, the proposed scheme has better performance than Song’s for the users. In addition, a secure smart card based password authentication protocol should be executed efficiently on portable devices or user sides. From the Table 1, our scheme is especially suitable for mobile clients and smart-card users. In general, the server side usually possesses more computation capacity than the clients (users). Thus, we can omit the difference of the computation load between the proposed method and Song’s scheme for the server. In addition, the proposed scheme could provide user anonymity property, but Song’s des not meet this property.
	
	
	

	Table 1 Comparisons of the proposed scheme and Lu and Cao’s scheme 

	Authentication and key agreement
	Song’s scheme
	
	The Proposed scheme

	
	User     
	 Server
	
	 User
	 Server

	Modular exponentiation
	   0  
	  1 
	
	   0
	 1 

	Modular square root (MSR)
	   0
	  0
	
	   0
	 1

	Symmetric key operation
	   1 
	  1
	
	   0
	 0

	Hash function
	   4 
	  4
	
	   3
	   3

	Modular multiplication computation
	   0
	  0
	
	   2
	   1

	User anonymity property
	     No
	
	
	     Yes
	


5. Conclusions

Based on the modular square root (MSR), we propose a new advanced smart card based password authentication with user anonymity. The proposed scheme satisfies not only the minimum requirements of strong smart card but also provides mutual authentication and efficiency. Comparing with the previous approaches, the proposed scheme is more suitable for mobile clients and smart-card users. 
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