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# 3 : 1. NSTISSC: National Security Telecommunications and Information System Security Committee -
2. NSTISSI: National Security Telecommunications and Information System Security Instruction -
3. Source: NSTISSI No. 4011 -
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“*Protocol : TCP / IP
<*Domain Name Service (DNS)
“*Email (SMTP / POP3)
+*WWW and Web mail
“FTP (% ™ 1)
“P2P (%~ 3 $icil)
“IM (FFpFa 4) e
= MSN ~ Yahoo Messenger ~ QQ....
“VoIP (7 3E) ...
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SANS TOP 20 Vulnerabilities List
xR F 55 2P AT R 43t

Windows J & UNIX/LinuxZR &
W1 Web Servers & Services U1 BIND Domain Name System
W2 Workstation Service U2 Web Server
W3 Windows Remote Access U3 Authentication
W4 Microsoft SQL Server (MSSQL) U4 Version Control Systems
W5 Windows Authentication U5 Mail Transport Service
W6 Web Browsers Ue SNMP
W7 File-Sharing Applications U7 Open Secure Sockets Layer
W8 LSAS Exposures U8 Misconfiguration of Enterprise
WS Mail Client Services NIS/NFS
W10 Instant Messaging U9 Databases

U10 Kernel

Web Server ~ DNS - SQL - Database - Browser ~ Mail ~ IM34 2 J5 1 12 &% 8435 25
Authentication ~ Workstation Service ~ Kernel 345 {F £ Z# 4 4449 ¥L
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o| Q %4+ % # (Intelligence Quotient)
e EQ ##%4 % (Emotion Quotient)
e AQ 5B 4% (Adversity Quotient)
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