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In Taiwan, patients searching for help in different hospitals are common.

Diagnostic images are usually transferred between medical institutions. Due to the
global trend of establishing PACS in recent years, the conventional transfer of hard
copy is now added with these digital images. These two forms of images, once going
outside of hospitals, are loss of control and easily tampered by various kinds of
commercialy or personally devel oped imaging software. The artificial images are
usually for illegal purposesin health insurance. Assuring the originality of these
medical images will therefore become avital issue in the near future. Based on this
potential demand, how to set up an effective verifying system for detecting distorted
images is increasingly needed.

In this project, we attempt to build up areliable and efficient system for
authentication of medical images including digital images and the
printed-and-scanned images. Our method is not the visible watermarking; rather, it is
ahidden one. We use Block Truncation Coding (BTC) technique to acquire features
of the raw data of original image, which we intend to manipulate. Then, by Discrete
Wavelet Transformation (DWT), the spatial domain of the raw data was transferred to
frequency domain image. The “In-Encryption Features” we choose are inserted into
the medium and high frequency regions. Finally, by Inverse Discrete Wavelet
Transformation (IDWT), these frequency domain data are converted into spatial
domain images, which is called “ stego Image”. Once the stego images are distorted
either by erasing or by addition, the inserted “ secret key” in the encryption features
will help for decryption and find out where the image has been changed. Moreover,
the tampered image can aso be restored to its original one.
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